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Modelling Program Verification Tools
for Software Engineers

Sophie Lathouwers
University of Twente
Enschede, The Netherlands
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ABSTRACT

In software engineering. models are used for many different things.
In this paper, we focus on program verification, where we use mod-
els to reason about the correctness of systems: There are many
different types of program verification techniques which provide
different correctness guarantees. We investigate the domain of
program verification tools, and present a concise megamodel to
distinguish these tools. We also present a data set of almost 400
program verification tools. This data set includes the category of
verification tool according to our megamodel, practical informa-
tion such as input/output format, repository links, and more: The
categorisation enables software engineers to find suitable tools,
investigate similar alternatives and compare them. We also identify
trends for each level in our megamodel based on the categorisation.
Our data set can be used by software engineers to enter the world
of program verification and find 2 verification tool based on their
requirements.
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and its engineering — Formal software verification; » The-
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1 INTRODUCTION

Program verification (PV) is a field that has always enjoyed very
high expectations, and suffered from them as well. Its objectives
are mostly to provide ways to prove that a system satisfies certain
requirements. The underlying techniques are typically based on
rigorous mathematical reasoning or an exhaustive analysis of the
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state space, thereby giving software engineers stronger guarantees
than testing. It is often accepted that to use program verification
(or formal methods in general), one needs to specify their system in
a formal notation and thus have considerable formal packground
to do it in a correct and useful way 18]

To simplify, for the rest of the paper we us¢ the established team
“program verification” to mean verification (conformance evalua-
tion) of programs (executable ‘models). Hence, it covers generative
techniques, testing, model checking, theorem proving, etc, of source
code, automata, Petri nets. transition systems, etc.

Adopting verification fools has shown to present not only tech-
nical challenges, but also oxganisationa], social and managerial
ones [22], similar to challenges faced by advanced model-driven €1
gineering tools [40]. PV tools are particularly difficult, because even
Gemonstrating potential benefits of their use is highly non-trivial
and relies on users having very specific knowledge of the underly-

ing techniques. For the to0l developers, the tools themselves often
serve as a means to an end, as an opportunity to demonstrate the ex-
tent of applicability of their techniques, to exemplify the problems
that could possibly be tackled, and to enter an existing subdomain.-
(Some subdomains are accompanied by sets of mature benchmarks

{6, 12, 36) which make comparing techniques by comparing tools a
very attractive and attainable goal). Thus, many tools stay in a pro-
totype phase, and being actively developed only till 2 certain point:
until the tool can handle the ‘minimal set of benchmarks, OF until

the deadline for submitting the papcr explaining the underlying
techniques, or until graduating from a PhD project.

Besides techniques and tools, there are multiple sources of in-
formation to consider. Papers themselves are an obvious source,
well-archived on publishers’ websites, but requiring high qualifica-
tions to be considered readable and understandable. They are also
hard-dated, meaning that an average good paper contains detailed
comparison of the proposed Lol with its existing counterparts. but
1o comparison or relation to counterparts that were created after
the publication. The papers © ften refer to product or project pages:
which are prone not only to being outdated for reasons mentioned
above, but also to being removed due to the jobhopping nature of
the academic world: when the principal investigator finishes the
project and moves to another institution, it is not guaranteed that
the project page will be preserved by their original employer: If
available, such websites are also wildly varying in the nature of
their content: some literally repeat the contents of the papers, while
others complement it with valuable information, illustrations, and
links.
Another extremely valuable source of information — primarily

about the tools and not always about the techniques = is the code
repositories. It has become fairly commonplace in recent years to
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